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142M+ 
Voice Assistant Users in USA

3 
Major Platforms

‣Voice assistants are applications that use voice technology to carry 
out tasks to help users 
‣Voice interactions contain potentially sensitive and revealing data 
‣Privacy policies mention profiling but lack specifics 
‣Key Question: How do voice assistants actually profile users?

The Problem
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Fresh  
Accounts 
Unique phone  

numbers, factory 
 reset devices

Controlled 
Environment 
Same IP address,  
automated playback, 
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10 accounts per persona, 
query generation guided by 
ChatGPT-4 with manual 
supervision 

Challenges and Experimental Design
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Key Finding 1: Prepopulated Labels (RQ1)
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‣Privacy Implication: profiling without interaction 
‣ Labels could be inaccurate and affect ad targeting 
‣Mechanisms unclear

Key Finding 1: Prepopulated Labels (RQ1)
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Income"
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Key Finding 2: Profiling Characterization (RQ2)
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Key Finding 2: Profiling Characterization (RQ2)

Platform
Profiling Type 
(Method used to 

assign labels)

Accuracy 
(Percentage of 

correctly assigned 
target labels)

Google Probabilistic 10-80% (varies)

Amazon Deterministic
100% 

(commands 
only)

Apple None detected N/A
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‣Google accuracy decreased over time: 80% → 20% for same labels 
‣Amazon only profiles shopping commands, not general queries 
‣Profiling timing creates transparency gap 
‣Privacy Implication: Opaque profiling with mislabeling risk
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‣Google: Web modality profiles faster and more accurately 
‣Amazon: Similar performance across modalities 
‣Privacy implication: Voice users face higher mislabeling risk 
when using Google 
‣Suggests different profiling algorithms for different modalities
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48% accuracy 

18.0 days average
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Key Finding 4: Mitigation Effectiveness (RQ4)

All platforms offer opt-out mechanisms, but only Google 
provides granular control. 

Privacy Implication: Other than Google, limited user 
control for over incorrect labels. 
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Transparency Issues 

‣ Timing delays obscure 
activity 
‣ Undisclosed profiling 
methods 
‣ Prepopulated labels without 
knowledge 
‣ Probabilistic profiling → 
mislabeling

User Control 
Limitations 

‣ Limited granular control 
(Amazon) 
‣ Modality affects outcomes 

Privacy Implications

Gap between policies and actual practices
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Recommendations

‣ Leverage available opt-out mechanisms 

‣ Increase transparency about profiling timelines 

‣ Provide confidence levels for labels 

‣ Strengthen disclosure requirements

*             = for users                = for platforms                = for regulators 
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Conclusion and Future Work

Key Contributions 
‣ First comprehensive study of 
voice assistant profiling 
‣ Platform-specific differences in 
profiling practices 
‣ Modality effects on profiling 
accuracy and timing 

Future Directions 
‣ Multi-language profiling analysis 
‣ Long-term profiling evolution 
studies 
‣ Third-party skill integration 
effects 
‣ Voice characteristics profiling 
detection

Artifacts can be found at:   
https://tinyurl.com/
voiceassistants2025 
or the QR code on this slide

Questions? Email me at 
elainezhu@ccs.neu.edu !  

https://tinyurl.com/voiceassistants2025
https://tinyurl.com/voiceassistants2025
mailto:elainezhu@ccs.neu.edu

